UBND TINH BINHDINH ~ CONG HOA XA HQI CHU NGHIA VIET NAM
VAN PHONG Pgc lap - Tw do - Hanh phuc

S6:357 /VPUBND-TTPVHCC  Bink Pinh, ngdy 17 thang 5 ndm 2024
V/v dam bao an toan thong tin ddi
véi Hé thdng thang tin tha tuc
hanh chinh cua tinh va Co s¢ dir
lieu quéc gia vé dan cu

Kinh gui:
- C&c s¢, ban thudc tinh;
- Cuc thué tinh;
- UBND céc huyén, thi x4, thanh phé;

Thuc hign y kién chi dao cua Chu tich Uy ban nhan dén tinh tai Cong van s
3531/UBND-KSTT ngay 14/05/2024 veé viég: khac phuc cé}c ton tai, han ché veé
cong tac bao dam an toan, an ninh thong tin doi vai cac hé thong, trang thiet bi khai
thac, ket noi Co s¢ dﬁ:rliéu quoc gia vé dan cu. Nham dam bao an toan, an nir]h
thong tin doi vai Hé thong thong tin tha tuc hanh chinh cua tinh va Co sé dir liéu quoc
gia vé dan cur trong qué trinh tiep nhan, giai quyét ho so thi tuc hanh chinh trén dia
ban tinh, Van phong Uy ban nhan dan tinh tran trong de€ nghi cc co quan, don vi,
dia phuong phoi hop thuc hién mét s6 noi dung sau:

1. C4c s, ban thudc tinh, Cuc thué tinh, UBND cac huyén, thi x&, thanh phé:

- Chi dao, quan triét cho céng chuc, vién chic, nguoi lao dong tai don vi, dia
phuong thudc tham quyén quan ly thuc hién nghiém quy dinh tai Nghi dinh s6
13/2023/ND-CP cua Chinh phu vé bao vé dir liéu ca nhan, sir dung cac thdng tin
dir liéu c& nhan cua cong dan thong qua khai thac Co so dir liéu qudc gia vé dan cu
va thong tin ca nhan trén Hé thong thdng tin giai quyét thi tuc hanh chinh cua tinh
dam bao dung muc dich trong qua trinh tiép nhan, giai quyét thi tuc hanh chinh.

- Tang cuong CcAc giai phap dam bao an toan, an ninh thong tin ddi véi cac
trang thiét bi cong nghé théng tin tai don vi nhu: (i) trang bi phan mém antivirus
c6 ban quyén; thudng xuyén cap nhat cac ban va 151 bao mat caa hé diéu hanh; (ii)
khong luu trir mat khau st dung & ché mic dinh ty dong dién trén cac trinh duyét;
(iii) dinh ky thay d6i mat khau, kich hoat st dung tinh ning xac thuc qua OTP trén
Hé thdng thdng tin giai quyét tha tuc hanh chinh; (iv) khong luu trit, trao d6i théng
tin dix liéu cdng dan théng qua cac tng dung tin nhan OTT (Zalo, Viber, Facebook
Messenger...).



- Chi dao can bd quan tri ¢a duoc phan quyén trén Hé théng théng tin giai
quyét tha tuc hanh chinh cua tinh! thudng xuyén kiém tra, ra soat danh sach cac tai
khoan don vi dang sur dung kip thoi khoa, hay tai khoan khéng con dugc stir dung
hodc da chuyén cong tac nham dam bao an toan, an ninh cho hé thng.

2. Trung tdm Phuc vy hanh chinh cong tinh va Bo phan tiép nhan va tra két
qua cap huyén, cap xa:

- Quén triét cho cdng chtc, vién chic, nhan vién tiép nhan va tra két qua: (i)
khan truong thay d6i mat khau da manh, (ii) dinh ky thay d6i mat khau theo yéu
cau cua hé théng; (iii) khong luu mat khau caa Hé thong théng tin giai quyét tha
tuc hanh chinh (ké ca mat khau cua céc website khac), (iv) kich hoat sir dung tinh
nang xac thuc qua OTP; (v) khong luu trit, chia sé ndi dung can cudc cong dan,
gidy to tuy than caa céng dan, thdng tin dit liéu ca nhan cua cong dan qua cac tng
dung tin nhan OTT (Zalo, Viber, Facebook Messenger ...); (vi) khéng st dung may
tinh cong viéc cho muc dich ca nhan; (vii) thuc hién nghiém quy dinh tai Nghi dinh
s6 13/2023/ND-CP cua Chinh pha vé bao vé dix liéu c& nhan, str dung cac thdng tin
dir liéu c& nhan cua cong dan thong qua khai thac Co so dix liéu qudc gia vé dan cu
va thong tin c& nhan trén Hé thong thong tin giai quyét tha tuc hanh chinh cua tinh.

- Chi dao cén bo quan tri mang tai don vi khan truong ra soat cap nhat cac
ban va bao mat hé diéu hanh may tinh, trang bi phan mém antivirus ¢ ban quyén,
gd bo cac phan mém cho phép truy cap may tinh tr xa (nhu phan mém
TeamViewer, UltraViewer ...), thuc hién chia tdch vung mang noi bd cua don vi
véi vung mang danh cho cong dan, cé giai phap tu dong xo6a, hay dir li¢u luu tr,
thong tin tai khoan di voi cac thiét bi may tinh phuc vu cong dan st dung sau mdi
budi lam viéc.

- C6 bién phap khuyén céo ngudi dan c6 y thic bao vé dit liéu ca nhan caa
minh trong qué trinh ndp hd so truc tuyén tai bo phan mot cira nhu: dang xuét khoi
hé théng, xda dit liéu ca nhan trén may tinh cng cong sau khi thuc hién xong viéc
nop hd so truc tuyén.

3. Ban Thuong vu Tinh doan Binh Binh:

- Chi dao can bo doan dam bao an toan, thdng tin tai khoan va dir liéu duoc
cap nhat 1&n Hé thdng phan mém Bé 4n 5299 cua tinh. Bdng thoi khéng chia sé tai
khoan, di liéu trén hé théng cho ca nhan khong c6 tham quyén khai thac, sir dung.

- Quan triét cac doan vién trong qua trinh hd trg, huéng dan cong dan tai bo
phan mot cira cac cap: khong luu trit va chia sé thdng tin gidy to, tai khoan cong
dan trong qué trinh huéng dan tao va kich hoat tai khoan VNelD va nop hé so truc
tuyen.

1 Cong van sb 736/VPUBND-TTPVHCC ngay 31/10/2023 vé viéc trién khai sir dung tai khoan quan tri don vi trén
Hé thong thdng tin giai quyét tha tuc hanh chinh tinh



Vin phong Uy ban nhan dan tinh tran trong dé nghi cac co quan, don vi, dia

phuong quan tam phéi hop thuc hien.//%

Noi nhan: KT CHANH VAN PHONG
- Nhu trén;
- CT, PCT UBND tinh La&m Hai Giang (b/c);
- CVP, PVPVX tinh;
- Cong an tinh (p/h);
-So TT&TT (p/h);
- Tinh doan Binh Dinh (p/h);
- VNPT Binh Dinh;
- Buu dién tinh;
- BIDV Binh Dinh;
- T6 CCHC cua VP UBND tinh;
- Phong KSTT;
- Trung tdm TH-CB;
- Luu: VT, TTPVHCC, N. »/
2
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