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UBND TINH BINH PINH ~ CONG HOA XA HQI CHU NGHIA VIET NAM
SO NOI VU Poc lap — Tw do — Hanh phuc

QUY CHE
Pam bao an toan théng tin mang trong hoat dong
wng dung cong nghé thong tin cia Sé N§i vu Binh Pinh
(Ban hanh kém theo Quyét dinh sé: 222 1QD-SNV ngay 12/05/2022 ciia S¢ Néi vu)

Chwong I
QUY DINH CHUNG

Pi¢u 1. Pham vi diéu chinh, ddi twong ap dung

1. Quy ché nay quy dinh cac hoat dong thuc hién bao dam an toan thong
tin cac hé thong thong tin trong hoat dong ctia S& Noi vu.

2. Quy ché nay ap dung ddi voi cac co quan, don vi thudc, truc thudéc S&
va cong chtrc, vién churc, nguoi lao dong thudc S Noi vu.

Piéu 2. Giai thich tir ngir

1. An toan thong tin mang: La cong tac bao vé thong tin, hé thdng thdng
tin trén mang tranh bi truy nhap, st dung, ti€t 10, gian doan, stra doi hodc pha
hoai trai phép nham bdo dam tinh nguyén ven, tinh bdo mat va tinh kha dung
cua thong tin.

2. Hé thong thong tin: La tap hop phan cing, phan mém va co sé dir liéu
duogc thiét lap phuc vu myc dich tao lap, cung cap, truyen dua, thu thap, xu 1y,
Iuru trix va trao d6i thong tin trén mang cia mot co quan, to chirc.

3. Su ¢6 an toan thong tin mang: La viéc thong tin, hé thong thong tin bi
gay nguy hai, anh hudng td1 tinh nguyén ven, tinh bao méat hodc tinh kha dung
cua thong tin.

4. Phan mém doc hai: La phan mém co kha nang gy ra hoat dong khong
binh thuong cho mdt phan hay toan bd hé thong thong tin hoac thuc hién sao
chép, stra doi, x6a bé trai phép thong tin luu trit trong hé thong thong tin.

Piéu 3. Nguyén tic bao dim an toan thong tin

1. Hoat dong an toan thong tin mang phai ding quy dinh cua phap luat,

bao dam qubc phong, an ninh quoc gia, bi mat nha nudc, gitr ving 6n dinh chinh
tri, trat tu, an toan xa hoi va thuc day phat trién kinh té - x hoi.

2. Cong chtrc, vién chure, nguoi lao dong S& Noi vu khong dugec xam
pham an toan thong tin mang cua to chirc, ca nhan khac.

3. Vige xur Iy su cb an toan thong tin mang phai bao dam quyen va loi ich
hop phap cua to chirc, ca nhan, khong xam pham dén doi song riéng tu, bi mat
ca nhan, bi mat gia dinh clia ca nhan, thong tin riéng cua to chuc.
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4. Hoat dong an toan théng tin mang phai dugc thuc hién thuong xuyén,
lién tuc, kip thoi va hi¢u qua.
. _ Chwong I1
QUY DINH bAM BAO AN TOAN THONG TIN MANG

Pic¢u 4. Bao vé bi mat nha nwée lién quan an toan théng tin mang
1. Quy dinh vé soan thao, in 4n, phat hanh va sao chup tai liéu mat

a) Khong duoc sir dung may tinh ni mang internet dé soan thao van ban,
chuyén giao, luu trit thong tin ¢ ndi dung thudc bi mat nha nudc; cung cép tin,
tai liéu va dua thong tin bi mat nha nudc trén Trang thong tin dién tir (Trang
TTDT) S& Noi vu va cac trang mang khac.

b) Khong duoc in, sao chup tai li¢u bi mat nha nudc trén cac thiét bi két
ndi mang internet.

c) Bo tri 01 may vi tinh riéng, khong két ndéi mang ndi bé va mang
internet dung dé quan ly, sir dung soan thao cac tai li€u mat ciia nha nudc theo
quy dinh.

2. Khi stra chita, khéc phuc cac su ¢ cua may tinh dung soan thao van
ban mat, cac co quan, don vi phai bao cdo cho nguoi co tham quyén. Khong
dugc tu Y cho phép cac td chirc, ca nhan khong co trach nhiém truc tiép sira
chita, xtr 1y, khic phuc sy cd.

3. Trudc khi thanh 1y cac may tinh trong co quan, don vi, cong chirc, Vién
chirc phu trach cong ngh¢ thong tin dung cac bién phap ky thuat xoa bo vinh
vién dir liéu trong 6 cuing mady tinh.

Dle}l 5. Cap phat, thu hoi, cip nhit va quan ly cac tai khoan truy cip
vao h¢ thong thong tin

1. Viéc tao tai khoan, cip quyén truy cap, dang nhap hé thong thong tin
phai dam bao mdi tai khoan phai gan véi nguoi st dung va khong duoc trung
lap. Truong hop su dung tai khoan dung chung cho mgt nhém nguoi hay mot co
quan, don vi, phai quy dinh, phan céng cu thé c4 nhan dai dién co trach nhiém
quan 1y tai khoan. Nguoi dung chi duoc truy cap cac thong tin phu hop véi
nhiém vu, chac trdch dugc giao va co trach nhiém bao mat tai khoan truy céap
duoc cap.

2. Cong chirc, vién chuc phu trach cong nghé thong tin thuc hién quan ly,
cap tai khoan ca nhan va phan quyén truy cap cho nguoi su dung trén tat ca cac
hé thong thong tin sir dung sau khi co y kién dong y cia nguoi dung dau co
quan, don vi. Thyc hi¢n huy tai khoan truy cap ca nhan va ngat két ndi ddi voi
cac hanh vi c6 y tdn cong hodc giy tré ngai cho mang may tinh va cac truong
hop khong con lam viéc tai co quan, don vi thudc va truc thudc Sé. Huéng dan
ngudi st dung thay doi mat khau ngay sau khi dang nhap lan dau tién va bao vé
thong tin cua tai khoan theo quy dinh.



3

3. Viéc cai dat, thiét 1ap mat ma diang nhap, truy cap h¢ théng thong tin
phai c6 do phurc tap cao, khé, doén va bao mat (co6 do dai toi thiéu 8 ky tu, co ky
tu thuong, ky tu hoa, ky tu s6 hodc ky tu dac biét nhu: !, @, #, $, %,...).

Pi¢u 6. Biao dam an toan ha tAng mang
1. Quan 1y ha ting mang ndi bd

a) Pam bao tuan thi cic quy dinh kién trac hé thong, tiéu chuan, quy
chuan k¥ thuat; cai dat, cau hinh, t6 chttc h¢ thong mang phu hop voi cac tiéu
chuan tng dung cong ngh¢ thong tin tai co quan S& Noi vy, bdo dam an toan
thong tin.

b) T chirc md hinh mang: Cai dat, cAu hinh, t6 chuc hé théng mang theo
mo hinh My khach/May chu (Client/Server), han ché sir dung mé hinh mang
ngang hang. Trang bi thiét bi tudng lira chuyén dung hodc phan mém tuong lioa
dé ngdn chin va phat hién xdm nhap trai phép vao mang ndi bd ciia co quan, don
vi khi két nbi voi hé théng bén ngoai.

¢) Khi thyc hién truy nhap tir xa vao mang ndi bg thyc hién chirc nang
quan tri, phai sir dung giao thirc mang c6 ma hoa thong tin (nhu: SSL/TLS,
VPN...)va thiét 1ap mat khau c6 do phtic tap cao.

d) Khong tu y dau ndi thiét bi mang, thiét bi cip phat dia chi mang, thiét
bi phat song nhu diém truy cap khong day cua ca nhan vao mang ndi bd co
quan, don vi.

d) Khong tu ¥ thay doi, g& bo bién phap, giai phap an toan thong tin cai
dat trén thiét bi cong nghé thong tin phuc vu cong viée; ty v thay thé, lap moi,
thay doi thanh phan ctiia may tinh phuc vu cong viéc. Céng chirc, vién chic,
nguoi lao dong c6 trach nhiém ty quan 1y, bao quan thiét bi ma minh duoc giao
st dung.

2. Quan Iy hé théng mang khong day

a) Khi thiét 1ap mang khong day dé két ndi véi mang cuc bo théng qua
cac diém truy nhap (Access Point - AP), gdém C4c tham sb: Tén, mat khau co do
phuc tap cao (c6 d6 dai tdi thiéu 8 ky tu, co ky tu thuong, ky tu hoa, ky tu s6
hodc ky tu dic biét nhu: |, @, #, $, %), cip phép truy nhap dbi véi dia chi vat Iy
(MAC Address), ma hoa du: liéu theo co ché bao mat WPA2 hodc WPA3.

b) Mat khau dang nhap phai dugc thiét 1ap co6 do phirc tap cao, dinh ky 6
thang thay d6i mat khau nhim ting cuong cong tac biao mat.

¢) Han ché cung cap mat khau truy cép internet qua mang khong day cho
nguoi khong thude co quan, don vi khi khong can thiét.

Piéu 7. Bio dam an toan dir liéu

1. Quan ly tai khoan va chit ky s6

a) Khi duoc cap tai khoan, chit ky so lan dau, nguoi ding phai thay doi
mat khau sau khi dang nhap thanh cong.
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b) Céc hé thong thong tin khi phéan quyén phai thiét 1ap ché d6 gidi han sb
lan dang nhap khong hop 1€ vao hé thong t6i da khong qua 05 lan, khi nguoi
dung dang nhép sai vugt qua s6 1an quy dinh, tai khoan chuyén sang ché do
khoa quyén truy cap; cac hé théng thong tin xéac lap ché d6 thoat ra khoi hé
théng néu nguoi st dung khong tuong tac trén hé thong cua phién lam viéc qua
10 phdt.

¢) Chu tai khoan, chit ky s6 khong chia sé, giao quyén tai khoan, chir ky
s0 va mat khau truy nhap cho nguoi khac. Khong stir dung tai khoan cua ngudi
khac dé dang nhap vao hé thong thong tin, co s dir ligu.

d) Tai khoan thu dién tir, chit ky sé chuyén dung (c6 dang
abc@snv.binhdinh.gov.vn va chit ky sé do Ban Co yéu Chinh phi cép) dé phuc
vu cho céc hoat dong mang tinh céng vu, khong str dung dé giao dich, dang ky
trén mang xa hoi, cac trang thong tin dién tir cong cong khéc; dinh ky 01 nam
kiém tra viéc luu trir caa hé théng thu dién ttr, tién hanh xda cac mail qua ct,
khong can thiét ¢é dam bao hé thong hoat dong 6n dinh thong subt.

d) Tai khoan quan tri hé thong duogc giao cho cong chic, vién chirc phy
trach cong ngh¢ thong tin phuc vu cho cong tac quan tri, phan quyén, cdu hinh
hé thong do. Cong chuc, vién chirc quan tri he théng khong st dung cung mot
mét khau cho nhiéu tai khoan khac nhau.

e) Khi cé nhan thay d6i vi tri cong tac, chuyén cong tac, thoi viéc, nghi
huu, ngay tir thoi diém Quyét dinh c6 hiéu luc, co quan, don vi quan ly ca nhan
do phai thong bao cho co quan, don vi van hanh (Van phong So) dé diéu chinh,
thu héi, hily bo tai khoan, chit ky sb, chtng thu sd.

2. Co ché ma héa va sao luu dit liéu phai dam bao tinh toan ven cua dir
licu.

3. Thiét 1ap sao luu du phong & mirc vat 1y can thiét 1ap chirc ning RAID
(Redundant Arrays of Inexpensive Disks hodc Redundant Arrays of Independent
Disks) dé tang toc do doc ghi hoac bao ddm kha nang luu trit du phong.

4. Cong chtrc, vién chirc phu trach cong nghé thong tin phdi hop véi cac
don vi c6 lién quan thyc hién xac dinh cac thong tin, thuc hién quy trinh sao luu
du phong va phuc hdi cho cac phan mém, dir liéu can thiét theo quy dinh, quy
trinh sao luu, luu trit hién co.

5. Khi thuc hién chia sé tai nguyén trén may tinh, ngudi st dung phai su
dung mat khau dé bao vé thong tin, dir liéu; khong thuc hién chia s¢ toan bo )
cting; theo ddi, giam sat dé két thuc chia sé tai nguyén ngay khi hoan thanh. Cac
thong tin, tai liéu, dir li¢u nhay cam phai dugc ma hoa trudce khi trao doi, truyén
nh@n qua mang may tinh.

6. Khi can mang may tinh di bao hanh, bao dudng, sira chita bén ngoai, co
quan, don vi phai thao rdi bo phan luu trit tai liéu (HDD) khoi thiét bi va dé lai
co quan, don vi hodc truong hop dac biét thi x6a dir li€u luu trir trén thiét bi. Khi
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thanh 1y thiét bi phai x6a dit liéu luu trit bang phan mém hodc thiét bi hay dir
liéu chuyén dung.

7. Thong tin, dir li€u thudc pham vi bi mat Nha nude phai duge quan ly
theo quy dinh hién hanh vé bao v¢ bi mat Nha nudc.

Pi¢u 8. Ung ciru sw ¢ an toan thong tin
1. Quy trinh phdi hop tng ctru xtr 1y su cd

a) Budc 1: Néu hé thong c6 nguy co mét an toan thong tin mang thudc
thAm quyén co quan, don vi truc tiép quan 1y thi thuc hién tiép Budc 2. Néu hé
théng co nguy co mat an toan thong tin mang thudc Trung tam Cong ngh¢ thong
tin va Truyén thong tryc thuoc S6 Thong tin va Truyén thong quan 1y (cac hé
théng duoc trién khai tap trung tai Trung tim tich hop Dit liéu tinh) thi thuc hién
tiép Budc 3.

b) Buoc 2: Tién hanh xu 1y su c¢d, néu su ¢ duge khic phuc thi 1ap bién
ban ghi nhan va két thic quy trinh pho1 hop xur 1y sy ¢6. Khi su co vuot qua kha
nang xu ly cua co quan, don vi, 1ap bi€n ban ghi nhan va thyc hién tiép Bude 3.

¢) Budc 3: Bao sy cd dén So Thong tin va Truyén théng theo Mau sb 01
dugc quy dinh tai Quyét dinh s6 22/2021/QDP-UBND ngay 11 thing 6 nam
2021.

d) Budc 4: Phoi hop véi Trung tam Cong ngh¢ thong tin va Truyén thong
tryc thuge SO Thong tin va Truyén thong va cac co quan, don vi co lién quan dé
tién hanh khac phuc sy ¢6 va thyc hién tiép Budc 5.

~ d) Budc 5: Lap bién ban ghi nhén va }(et thic quy trinh phdi hop xtr 1y su
coO theo Mau so0 02 dugc quy dinh tai Quyét dinh so 22/2021/QD-UBND ngay
11 thang 6 nam 2021.

2. Truong ’h(_)p o su ¢d nghiém trong & muc do cao, khan cép hoac vuot
qua kha nang khac phuc cua co quan, don vi; Lanh dao co quan, don vi phai bao
cao ngay cho co quan cap trén quan ly tryc tiep va So Thong tin va Truyén
thong dé dugc hudng dan, ho tro.

Chuwong IlI
TRACH NHIEM BAO PAM AN TOAN THONG TIN MANG
VA TO CHUC THUC HIEN

Piéu 9. Trach nhiém cia Vin phong Sé

1. Tham muu, dé xuat Giam ddc S& cong tac bao dam an toan thong tin
tai S& NO1 vu va chiu trach nhi€ém trudc Gidam doc S¢ trong viéc bdo dam an
toan thong tin tai co quan.

2. Chu tri, phdi hop véi céc co quan, don vi truc thude S¢ tién hanh kiém
tra cong tdc bao dam an toan thong tin mang dinh ky hang nam.

3. Hang niam, dé xuat Giam dbc S¢ cur cong chirc, vién chic phu trach
cong nghé thong tin cua cac co quan, don vi boi dudng, tap huan vé cong tac
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bdo dam an toan thong tin mang, tham du cac hdi nghi, hoi thdo chuyén dé vé an
toan thong tin mang do cac co quan lién quan t6 chue.

4. Tham muu L&nh dao S¢ phdi hop véi Cong an tinh, S& Thong tin va
Truyén thong va cac co quan co lién quan co cac bién phap phong, chdng cac
thong tin vi pham phép luat, anh hudng dén an ninh quéc gia, trat tu, an toan xa
hoi trén moi trudng mang, nhat 1a trén Trang TTDT S¢ Noi vu.

5. La dau mdi lién hé, ph01 hop voi cac co quan, t6 chire c6 tham quyen
quan ly vé an toan thong tin; to chire thuc hién viée tiép nhan va xur 1y cac su ¢d
v€ an toan thong tin mang tai S& No1 vu.

6. Hang nim x4y dung du toan kinh phi cho viéc tmg dung cong nghé
thong tin noi chung va cong tac bao dam an toan thong tin mang noi riéng tai So
Noi vu; 1ap ké hoach nang cap, bao tri, stra chita, gia han ban quyén phan mém..
cho cac hé théng phan ctng, phan mém nham thyc hién tot cong tic bao mat,
bao dam an toan thong tin mang dua vao dy toan chi ndm sau dé trién khai thuc
hién.

Piéu 10. Trach nhiém ciia cac co quan, don vi thudc va trwe thude Sé

1. Nguoi dung dau cac co quan, don vi thudc va truc thude S& co trach
nhiém t6 chirc thyc hién cac quy dinh tai Quy ché nay va chiu trach nhi¢m trong
cong tac bao dam an toan thong tin mang cua co quan, don vi minh.

2. Phén cbng cong chirc, vién chirc phu trach cong nghé thong tin bao
dam an toan thong tin cua co quan, don vi; chi dao cong chuc, vién chirc va
nguoi lao dong nghiém tac chap hanh cic quy dinh vé bao dam an toan thong
tin; tao diéu kién dé cac cong chure, Vién chirc phu trach cong ngh¢ théng tin
dugc hoc tap, nang cao trinh do vé an toan thong tin; thuong xuyén t6 chirc quan
triét cac quy dinh vé an toan thong tin trong co quan, don vi.

3. Ph01 hop, cung cap thong tin va tao diéu kién cho cac co quan, don vi
6 tham quyén trién khai cong tac kiém tra khac phuc sy ¢ xdy ra mot cach kip
tho1, nhanh chong va dat hi¢u qua.

4. Phéi hop chiat ché voi Cong an tinh, S& Théng tin va Truyén thong va
cac co quan, don vi lién quan trong cong tac phong ngutra, dau tranh, ngan chan
cac hoat dong xam pham an toan thong tin trén khong gian mang.

Pi¢u 11. Trach nhiém ciia cong chirc, vién chire va ngudi lao dong

1. Trach nhi€ém cua cong chure, vién chiric phu trach vé an toan thong
tin/cong nghé thong tin tai co quan, don vi

a) Chiu trach nhiém bao dam an toan thong tin mang ctia co quan, don vi.

b) Thuc hién viéc giam sat, danh gia, bao cdo Nguoi dung dau cic co
quan, don vi cac rdi ro mat an toan thong tin mang va mirc d§ nghiém trong cta
cac rui ro do.

¢) Phéi hop voi cac to chirc, c& nhan c¢6 lién quan trong viéc kiém soat,
phat hién va khac phuc céc su cd an toan thong tin mang.
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d) Thudng xuyén cap nhat nang cao kién thurc, trinh dé chuyén mén dap
ung yéu cau bao dam an toan thong tin mang cua co quan, don vi.

2. Trach nhi€m cua nguoi st dung

a) Nghiém tuc chip hanh Quy ché nay va cac quy dinh khac cua phéap luat
v€ an toan thong tin mang. Chiu trach nhiém bdo ddm an toan thong tin mang
trong pham vi trach nhiém va quyén han dugc giao.

b) C6 trach nhiém tu quan 1y, bao quan thiét bi, tai khoan, img dung ma
minh dugc giao sir dung.

¢) Khi phat hién nguy co hodc su ¢b mat an toan théng tin mang phai bao
cdo ngay voi1 cap trén va bd phan phu trach cong nghé¢ thong tin cuia co quan,
don vi d€ kip thoi ngan chan va xu 1y.

d) Tham gia day du cac chuong trinh boi dudng, tip huan vé an toan
thong tin mang khi dugc phan cong.

Piéu 12. To chire thue hién

1. Can ct Quy ché nay, Ngudi dimg dau cic co quan, don vi thude va truc
thudc So co trach nhiém t6 chure trién khai thue hién Quy ché nay.

2. Giao Van phong S¢é theo doi, trién khai viéc thuc hién Quy ché nay.
Dinh ky tong hop bao cdo Gidm doc S¢ tinh hinh thuc hién dam bdo an toan
thong tin mang tai cac co quan, don vi theo quy dinh.

3. Trong qua trinh thuc hién, néu c6 kho khin, vuéng mic cac co quan,
don vi tong hop phan anh gtri vé S (qua Van phong S¢), trinh Giam doc S¢
xem xét, sira do1 boé sung cho phu hop./.
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